Abstract. This paper proposes a conceptual scheme of information security (IS) which comprises most existing IS systems. There are shown seven components describing IS process in the object protection model: requirements to IS support; the data protected; threats to the protected data; countermeasures to the threats; information system for the protected data processing; conditions facilitating or impeding IS process; object of protection. The diagram showing interrelations of the listed components has been given. The meanings of the entities "requirements", "Information system", "conditions", "object of protection" have been clarified; mechanisms for influencing IS process of such entities as "information system", "conditions", "object of protection" have been revealed. For the entity "requirements" there have been allocated seven classes of requirements to ensure information security; the main legislative and normative documents that define the content of these requirements for each class of requirements have been given. The approaches to measurability and assessment of the rate of requirements implementation have been described. It is stated that a number of elements in a wealth of elementary requirements are rather high, therefore, instead of the list of elementary requirements there are usually developed several generalized factors (probabilistic factor, time factor, expenses factor). IS systems oriented to these factors help to realize a more flexible IS technique, when cases of IS violation not leading to a substantial damage could be even neglected, and IS system will mainly focus on preventing most dangerous attempts to break IS.
Introduction
The problem of ensuring information security has two thousand years of history, but, on the basis of the formation of concepts and common technologies of information security, this problem was systematically examined only in the seventies of the last century. However, for many years the need to solve conceptual problems of information security was not seen as significant and important. And only in the second half of the nineties, after the emergence of a series of national and international standards on information security (IS) in the developed countries, primarily in the United States, was recognized the topicality and importance of the conceptual approach to formation IS systems (ISS) and analysis of various problems related to it.
However, despite the rapid growth of research and publications on the subject followed, solving a range of issues, related to ensuring information security, in particular, the analysis of threats and vulnerabilities, classification of objects of protection and means of countering the demands of IS, is one of the problems not yet adequately solved. This is the problem of constructing the General model of security, which would encompass most of the existing systems-security, although the educational and monographic publications on the basics of formation of ISS currently are quite a lot [1] [2] [3] [4] [5] . Below is suggested a possible approach to constructing the General IS model for typical secured objects. The model is presented in the form of a diagram that lists all the main entities that define the process of ensuring information security, and the relationships between them.
The structure of the General model
The information security is understood as the protection of the object (the state, legal entity, physical person) in the field of information, where the information field is a set of information infrastructure (i.e., information and its processing), subjects collecting, forming, distributing and use of information, and also system of regulation of arising social relations.
Process of IS is a complex process, which consists in the interaction of the following entities (components) participating in the process of ensuring IS:
1. Requirements for ensuring information security. 2. Protected information. 3. The threats that can degrade the characteristics of the protected information to an unacceptable level. 4. The means and mechanisms to counter the threats. 5. Information system, in which protected information is processed. 6. Conditions (primarily, external) , that promote or inhibit the process of ensuring IS. 7. The objects served by the information system and associated with protected information (sources and/or consumers of the protected information).
Entities are listed in order of their analysis in the process of building or improving the security system. The main ones are the first four entities (components). The last three components are related, not directly involved in the process of protecting information.
An overview of the relationship of these components in the process of ensuring IS is presented in Fig. 1 . The process of operation a system in accordance with diagram presented above can be described simplistic as follows. The organization starting from the purpose of functioning of informatization object, its capabilities and existing conditions of operation, formulates requirements to information security. The following is the analysis of all organization's information resources from the point of view of their importance and the need to limit access to them, allowing at the next stage to analyze all possible threats to the resources allocated. Based on the analysis of all the potential threats, the requirements put forward in ensuring security and taking into account the existing capacity of the organization, mechanisms and means to counter threats are established. As components of information security (conditions of functioning, composition and intensity of threats, characteristics of object of informatization and the system of information processing, etc.), as well as opportunities of the organization are changed, requirements to ensure information security and the composion of countermeasures may be changed.
Note that the overlap of the various blocks in Fig. 1 shows certain relationships between these blocks. So, unit 4 "Counter means" is partially located outside the boundary of block "Organization", because for some classes countermeasures are not controlled by the organization; for example, legislative tools in the field of information security. The intersection of this block with blocks "Organization", "Information system" and "Protected information" correspond, in particular, organizational and technical means of ensuring information security, access controls and cryptographic assets, respectively. Unit 2 "Threat information" intersects with almost all main blocks of the diagram as the sources of threats can be in any of the blocks that intersect a specified block. Next, we need to reveal the contents of the mentioned above seven components of the process ensuring information security. As in the literature [1-5; https://tech.wikireading.ru/12973; http:// asher.ru/security/book/its/05; http://bdu.fstec.ru] has a sufficiently meaningful analysis of threats, classification of the protected data and the means to counter threats, due to the limited possibilities of this work below will consider only the other components of the models of information security.
Requirements for protected information
Under the requirements of information security we understand the list of restrictions on the set of indicators characterizing the properties of information and its processing that are essential from the point of view of information security.
Conduct a classification of possible requirements to ensure information security. As the main indicator of classification choose the category of subjects of data processing source of requirements; namely, the state bodies, commercial organizations, private individuals and legal entities, international organizations, industries and sectors of national activity, the individual requirements of legal entities and economic entities. The specified highlighting these categories of subjects of data processing is reflected in the laws and regulations where requirements to ensure information security for each of the listed categories of entities are formulated and which each corresponding entity (government, business entities and the legal or physical person) must perform. Select the following seven main sources of requirements.
1. Requirements for protection of state secrets. These requirements relate to the protection of state and commercial organizations, which processes the data making the state secret. These requirements are formulated in the Federal law (FL) No. 5485-1 dated 21.07.1993 "On state secrets" (http://base.garant.ru/10102673/).
Refinement, detailing, implementation and monitoring of the implementation of these requirements are given in the accompanying instructions and orders of the RF President, RF Government, normative documents of regulators in this field. The requirements of this group are mandatory for all entities that process the data making the state secret.
2 Compliance with these documents is often significantly more important than the requirements of all other documents on information security since the implementation of these requirements associated with obtaining the appropriate licenses. Therefore, for legal entities of this category of claims is the main.
6. International requirements. These requirements are formulated in the international standards for security; in particular:
− This category of requirements is particularly important for companies and organizations whose activities are closely connected with international contacts or is held on the territory of other countries. An example might be banking activities.
7. Individual requirements. These requirements are formulated directly by legal or physical persons, take into account the individual needs and peculiarities of activity of these entities.
Thus, theoretically, a situation could arise when the organization will have to ensure simultaneous fulfillment of the requirements for all above-mentioned classes of requirements. In this regard, of particular interest is the issue of consistency and coherence to these groups of requirements. This issue requires a separate analysis.
Another important aspect of the problem of formation and implementation of the requirement for information security is the question of the measurability of each requirement and assessing whether or not is fulfilled a specific requirement in the organization activity at the current moment. In theory, the full description of the requirements for information security should include all many of the basic requirements for information security for each element in the information system and each component of the protected information by all possible it states under all possible modes of information processing and states of information system. However, practically it is impossible due to the fact that the number of elements in this set of basic requirements is very large. So usually instead of a list of basic requirements is formed by a small set of indicators, which generally reflect trends in ensuring information security in the system. These indices are called generalized. Since the high-level metrics characterize the condition of ensuring information security of the average, even at a high level generalized indicator is possible breach of information security. Generalized indicators can be computed either on the basis of the elementary or intermediate indicators, or estimated on the basis of statistical, expert, or other informal methods. Among generalized indicators highlight the following three groups of indicators:
1. Probabilistic indicators; first of all, the probability of a providing security S P (or security breach V P ) information, that is, the probability that for a given fixed time interval will not be implemented any security violations in the system (respectively at least once successfully implemented an attempt to violate information security). Requirements for information security on the basis of these indicators can be formalized in the form of inequalities; for example, Π allow more fully consider the consequences of hacking and breaches of information security, that creates opportunities for more adequate policy to the existing realities of the security. In addition, system security focused on these metrics allows to implement more flexible technology of information security, in which, in particular, violations of information security, that did not cause significant damage can even be ignored, and the focus of ISS will be focused on preventing the most dangerous attempts to breach information security, which can lead to big damage. For example, compare the following two successful attempts of hacking the system. In the first case is a hacker who, having broken all boundaries of protection, penetrated to the protected information only for the affirmation and committing hooliganism. In the second case, is the agent of a competing company that was able to crack only part of the boundaries of protection, nonetheless not reaching the protected information. The real damage in the first case is minor, and in the second one is infinitely higher, because the next attempt of the agent taking into account the already existing experience of penetration may be successful. From the point of view of probabilistic and time parameters, which only record the fact of the security breach, the more significant is the hacking system hacker. The same cost figures that take into account the consequences of hacking, allow to cover the above-described characteristics of the violation.
Select the next two most common goals, formalizing the requirements of assuring of information security. First statement: using a minimal amount of resources, to ensure the security level to be not below the specified. Second statement: at a given composition and the volumes of resources allocated
The object of informatization. Main functions of ISS is directly linked with the processes of functioning of appropriate system of data processing. Therefore, ISS usually considered as a complement to information system add-on information system, and in this respect ISS directly to the object of informatization is not connected. All the impact of ISS on the object information and, reverse, the object information on ISS occur through the mediation of information system. However, there are problems of information security, the solution of which ISS interacts directly with the object of information, passing the information system as an intermediary. Specify the following three important class of problems of this type.
1. In many of information systems, especially in real-time information systems is actual problems of protecting the original data supplied to the input of information system. This problem should be resolved ISS before the source data reaches the input of the information system and will become its integral part. That is the task of system security is solved outside the framework of information system.
2. In case of dangerous and emergency situations many of the processes in the information system, including the processes of interaction with the object of informatization, can be blocked and interrupted. The decision to freeze and/or abort processes in the information system was adopted by ISS in cooperation directly with the object of informatization. In particular, if the information system fails. However, ISS is still required to ensure compliance with the requirements for information security. This system of ensuring information security must interact directly with the object of informatization.
3. Many of the activities and methods of safety of object of informatization are common to all aspects of safety, including for information security; for example, methods of physical security. Therefore, these activities should be implemented in direct contact with the secure service of object of informatization.
Conclusion
The paper presents the general scheme of information security model of protected object, identifies seven core entities related to ensuring information security, as well as the relationship between them. For one of the main entities, requirements to ensure information security seven groups of possible requirements are allocated depending on the sources, formulating these requirements. Briefly are described the relationship of three related components -the conditions of operation of the information system, directly information system and object of informatization -wit ISS.
